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ABSTRACT

Due to the error-prone properties of sensors, it is important to use
multiple low-cost sensors to improve the reliability of query
results. However, using multiple sensors to generate the value for
a data item can be expensive, especially in wireless environments
where continuous queries are executed. Further, we need to
distinguish effectively which sensors are not working properly and
discard them from being used. In this paper, we propose a
probabilistic approach to decide what sensor nodes to be used to
answer a query. In particular, we propose to solve the problem
with the aid of continuous probabilistic query (CPQ), which is
originally used to manage uncertain data and is associated with a
probabilistic guarantee on the query result. Based on the historical
data values from the sensor nodes, the query type, and the
probabilistic requirement on the query result, we derive a simple
method to select an appropriate set of sensors to provide reliable
answers. We examine a wide range of common aggregate queries:
average, sum, minimum, maximum, and range count query, but we
believe our method can be extended to other query types. Our goal
is to minimize sensor data aggregation workload in a network
environment and at the same time meet the probabilistic
requirement of the CPQ.

Categories and Subject Descriptors
C4 [Performance of Systems]: Performance Attributes,
Reliability, Availability, and Serviceability.

General Terms
Performance, Design.
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1. INTRODUCTION

Sensors are deployed in system environments to capture the status
of physical entities. As an example, an air-conditioning control
system monitors temperature readings obtained from sensors in
different parts of the building, and adjusts temperature of each
office accordingly. A traffic-monitoring system keeps track of
traffic flow by deploying sensors in different districts of the city, in
order to detect the presence of any critical issues like traffic
congestion and accidents. Sensors are also commonly used in
weather systems and habitat monitoring systems, collecting details
such as temperature, pressure, rainfall, wind speed etc., where
their values are being monitored continuously, and are used to
provide up-to-date information about weather conditions.

A serious problem faced by sensors is that their readings may be
erroneous and noisy [EN03, NNO4]. If these readings are not
accurate enough, the system may yield incorrect information to
users and make false decisions. A good idea to improve the
reliability of sensor readings is to employ more than one sensor to
read values in the same region. For example, to monitor vibration
level of a building, instead of using just one sensor, multiple
sensors can be installed in the building, and the average value of
these sensors is treated as the true vibration level of the building.
This idea is supported by the fact that prices of sensors have been
dropping significantly in recent years.

Unfortunately, deploying multiple “redundant” sensors for
improved reliability causes higher consumption of network
bandwidth. This is particularly troublesome in a wireless sensor
system, such as smart sensor networks [N04], where sensors are
connected to each other through a wireless, low cost and
limited-bandwidth network. The high network communication
cost implies that we cannot allow unlimited number of redundant
sensors to supply their readings. Furthermore, getting readings
from more sensors may not always improve the reading reliability
if the readings from the additional sensors contain errors.
Therefore, two important questions in querying the sensors are: (1)
what is the lowest number of sensors that can achieve a
guaranteed level of accuracy? (2) Which sensors should be
selected? Since sensors are error-prone, in accessing the data
values from multiple sensors, it is important to identify which of
them generate abnormal readings, and avoid from using them.
Defining an abnormal reading is non-trivial, however.

To see how these questions can be solved, let us first explain the
concept of probabilistic queries. A probabilistic query was
originally used to evaluate data inherent with uncertainty (e.g.,
measurement error), and it augments confidence to answers with



probabilistic guarantees [CKP03]. For example, temperature
values of rooms can be modeled as Gaussian distributions, and a
probabilistic query asking “Which room has a 60% chance of
yielding a temperature over 20°C” will return names of rooms with
a probability over 60% of satisfying the query. Here we call
“60%” the probabilistic requirement of a probabilistic query,
which can be viewed as the level of confidence required for query
answers.

It is possible to use probabilistic queries as a tool to derive the
optimal number of redundant sensors used. By collecting various
readings from the entities (or physical signals) of the same region,
we can derive the distribution of error for the true reading. A
probabilistic query can then be evaluated on the reading (with
uncertainty) and yield probabilistic answers. More importantly, the
uncertainty information used to derive the probabilistic results can
help us to find out which sensors are required for reliable readings.
In practice, queries in such kind of a system are being evaluated
for an extended amount of time (called continuous queries), which
monitor sensor readings in a non-stopped manner. We study the
continuous version of probabilistic queries, called continuous
probabilistic queries (CPQ), which remain active and access data
during a user-defined period. Two examples are:

®  Tell me the highest temperature of the rooms from 4 to D
from now to 10 min later.

° Tell me the traffic condition 1km around the central station
from now to 30min later.

The continuous execution of queries makes the sensor selection
problem even more critical to the computation and communication
overhead for query processing. Each CPQ is associated with a
probabilistic requirement. The reported query results need to meet
the accuracy requirement. For example, for a range count query, it
needs to indicate the number of entities within the range with the
required probability specified in the query. For a query finding the
average, it has to return results with bounded variance specified in
the average query.

In this paper, we focus on selecting the right set of sensors for
multiple sensor aggregation in order to obtain data values that are
precise enough to meet the probabilistic requirement of the queries,
instead of cleaning or calibrating individual sensor values. We
concentrate on probabilistic queries with aggregate functions such
as mean, maximum and minimum, and propose different forms of
probabilistic requirements for each of them, which allow users to
specify as a quality guarantee. We also analyze the impact of data
on accuracy of query results for various types of aggregate queries.
Based on the analyses, we propose algorithms to determine the
accuracy requirements of individual data items being queried.
Moreover, we propose an approach to determine the sample size
and the set of sensors for multiple sensor aggregation to obtain the
data item while meeting the accuracy requirements imposed on it.

This paper is organized as follows. In Section 2 we discuss related
works. Section 3 describes the wireless sensor model, and the
underlying sensor data and query models. In Section 4 we present
our algorithms that solve the problems of sensor selection. Section
5 presents other interesting issues about this research field and
Section 6 concludes the paper.

2. RELATED WORKS

Querying sensor data in wireless sensor networks, with data
uncertainty taken into account, is a new area in mobile computing
research. It has received growing interests in recent years as the

error inherent to sensor data can be a serious problem to the
accuracy of queries. Indeed, as pointed out by [WYYEO04], there is
a lower bound of uncertainty in location measurements in wireless
sensor networks. Hence sensor error must be treated carefully in
order to produce accurate answers.

Probabilistic queries provide an effective way of evaluating data
with uncertainty. They process uncertain data and augment
confidence guarantees to query answers. The issues of data
uncertainty and probabilistic queries are studied comprehensively
in [CKPO3]. The authors observed that sensor data are only
sampled periodically, resulting in inconsistency between system
data and the physical entities they model. This inconsistency, or
uncertainty of an item, can be represented by a closed bound,
together with a probability density function of the data value
within the bound. Under this model, they classified probabilistic
queries according to whether aggregate operators are involved, as
well as the form of the answer. For each query class, they
proposed evaluation algorithms and defined the quality of
probabilistic answers. Unlike our paper which assumes a wireless
sensor network environment, their system model is simple and
assumes the host communicates directly with every sensor source.
Their method of reducing uncertainty is by sampling hot items
more frequently; our approach, on the other hand, selects
appropriate sensors to improve reliability in sensor readings. Also,
unlike our paper, they do not study continuous queries, and do not
allow users to specify probabilistic requirements, which can be
seen as a quality guarantee on query results.

In [EBO03], Eiman and Badri proposed a Bayesian approach for
reducing one important type of data uncertainty -- the random
noise. They designed a framework that utilizes the Bayes’ rule to
reduce uncertainty and illustrate how it is used for online cleaning
of noisy sensor data. They also proposed algorithms for answering
queries over uncertain data. However, their proposed method does
not take into consideration the confidence requirement of
probabilistic queries. Their noise cleaning technique aims at
cleaning random error of individual sensors, while our method
selects the right sensors for aggregation in order to obtain more
precise data values to meet the confidence requirement of
probabilistic queries with minimum data collection cost.

Calibration errors have been addressed recently in [BMEP03]. The
authors proposed a post deployment calibration approach utilizing
temporal correlation between sensor pairs. They focus only on
calibration and give no consideration to random noise. Moreover,
their approach does not take user queries into consideration; it is
just a method for calibrating sensor readings.

Kumar proposed a massive sensor framework where each sensor
can communicate with each other [K03]. He introduced the
concept of micro-sensor net, which is essentially a set of sensors
fully connected with each other, one of which is selected as the
leader or coordinator. When sensors in other micro-sensor nets
intend to communicate with one of the sensors of a micro-sensor
net, they must get certification from the coordinator of the
corresponding  micro-sensor net. This scheme provides
authentication and Denial of Services (DoS) protection. Our
paper employs a similar model, where each coordinator manages a
group of sensors. However, our focus is on how to select sensors
for result reliability.

The issues of executing aggregate queries efficiently in a sensor
network are studied in [MFHHO02]. They proposed a data
gathering tree over the network structure, which is rooted at the



base station (also called sink). When a sink collects information
from sensors to perform aggregate queries, each sensor only sends
its reading to its parent in the tree. On receiving data from children
nodes, the parent aggregates the data and sends the immediate
result to its parent, and so on. In this way the sink avoids itself
from being flooded by sensor data. [HE04] improves their
algorithms by employing multiple sinks, so that the number of
messages sent by each sink to the nodes in the data gathering tree
is reduced. These works bear similarity with our paper in which
we also use intermediate nodes, called coordinators, to collect data
and reduce communication cost in evaluating aggregate queries.
However, we consider probabilistic aggregate queries and sensor
uncertainty which none of these works does.

The problem of selecting appropriate sensors in a wireless
environment for improved accuracy has raised the interest of
researchers recently [EFP03, LRZ03, WYPEO4]. These works
study the accuracy of location tracking in mobile applications. In
[EFPO3] and [LRZO03], the mutual information between the
distribution of an object’s location and the predicted location
observed by a sensor is used to compute the information gain due
to the sensor. The sensor with the highest information gain is
selected to reduce the uncertainty of the sensor reading. [WYPE04]
developed an entropy-based selection heuristics, and they pointed
out that they are computationally more efficient than
mutual-information-based methods. It is worth notice that all these
studies are only focused on location tracking. Our work
encompasses a broader application paradigm, where we consider
data uncertainty requirements for common types of continuous
queries. To the best of our knowledge, this is the first
comprehensive work on query-based sensor selection methods.

3. CONTINUOUS PROBABILISTIC
QUERIES OVER SENSOR DATA

In this section we first describe the underlying system model.
Then we discuss in detail the nature of CPQ and sensor data, and
explain how a CPQ is executed in the system.

The wireless sensor system model consists of a base station (BS)
and a collection of sensor nodes distributed in the system
environment responsible for capturing the real-time status of their
surrounding environment. It is assumed that the system
environment is divided into a number of regions, each of which
consists of a node with high computational capability, called
coordinator node that manages nodes in the same region. The base
station is responsible for communication between the coordinator
nodes and the users of the system, i.e., transmitting CPQs to the
coordinator nodes and returning results to the users. The base
station communicates with the coordinator nodes through a low
bandwidth wireless network and may require the relay of other
sensor nodes and coordinator nodes. In this paper, we assume that
the base station knows the distribution and connections of the
coordinator nodes and what sensor data items are represented by
each sensor node. Figure 1 illustrates the overall system
architecture. Notice that here we assume a two level architecture
of the nodes. However, the processing model proposed in this
paper can be applied to a multiple-level architecture and the
regions managed by different coordinators can overlap.
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Figure 1. System architecture.

3.1 Query Model

A CPQ is submitted by a user to the sensor network system for the
purposes of continuous monitoring and event detection. It is
formally defined as follows:

Definition 1. A Continuous Probabilistic Query (CPQ) is a
probabilistic query repeatedly executed over the time interval
[begin_time, end time] on objects O,,0,,..., O,. The answers
produced are guaranteed to satisfy the CPQ with some probability
specified by the user.

Note that the set of objects to be accessed by a CPQ could be
dynamic as each CPQ is referred to regions. When an object
moves into a required region of a CPQ, it will be included into the
required object set of the query. Here begin time and end_time
specify the activation period of the CPQ. Once end_time of a CPQ
has been reached, it will be discarded. It is assumed that a CPQ is
defined for specific regions [GDGO3]. In this paper, we
concentrate on aggregate queries i.e., those that generate answers
based on an aggregate function on O;,0,,..., O,. In particular,
we study the following three common categories of aggregate
queries:

MINIMUM (MAXIMUM): Return the object that contains the
minimum (maximum) value among objects O;,0,,..., O,
with probability guaranteed to be larger than a threshold
value P.

AVERAGE (SUM): Return the probability density function of
the average value (sum) of objects with the variance of the
result not larger than o7.

RANGE COUNT: Return the number of data values that
fall within a user-specified interval. The probability that the
number is the true count has to exceed a threshold value P.

As we can see, answers in a CPQ are augmented with probability
values [CKPO3]. Further, the probability values have to be
constrained by the requirements specified by the user -- which can
be viewed as a quality control metric over query results. A higher
probability or smaller variance indicates a tighter control over
answer quality and confidence. The exact form of probabilistic
requirements depends on the particular query type. We will
examine how these requirements are exploited to select sensors in
the next section.



Definition 2. A Continuous Probabilistic Sub-query i, denoted as
CPQ,, is a subquery of CPQ executed during the interval
{begin_time, end _time}. A CPQ; accesses item O; in the list of
objects specified by CPQ. It returns to CPQ a Gaussian
distribution (u;, ;) of O;.

In essence, the execution process of a CPQ is as follows: after the
base station receives a CPQ, it determines the set of data items
required by the CPQ according to the required regions of the query
and which coordinator nodes are responsible for generating the
required data items. The base station then breaks down the CPQ
into sub-queries {CPQ;,CPQ,,..., CPQ,}. Each sub-query CPQ; is
then sent to the coordinator node, which is responsible for reading
O, and generating a Gaussian distribution for the reading of O, to
describe the distribution of O,. Each coordinator then sends its
results back to the base station; it then computes and sends back
the final result to the user. Figure 2 illustrates an example of a
CPQ executing on objects O; and O, under our system model.

User 0O, 0,
result
A P
»O O
CPQ result
0; Oy
Base Station

CPQ,

A CPQ,

result

Figure 2. The CPQ submitted by the user is broken down into
two sub-queries, CPQ, and CPQ,, which access regions O; and
0,, respectively. The results from coordinators for O; and O,
are sent to the Base Station, which subsequently returns the
final result to the user.

3.2 Sensor Data

It is assumed that the sampled values from a sensor follow a
continuous function of the system environment. Typical examples
include temperature and pressure values. Each sensor has a
pre-defined sampling period defined based on the maximum rate
of changes in the status of the sampling signal and the accuracy
requirements of the queries to be accessed to it. Thus, a stream of
sensor values is generated from a sensor representing the system
status as a function of time as shown in Figure 3. Normally, if the
rate of change is lower, a larger sampling period may be adopted.
Of course, a smaller sampling period provides a better modeling
on the continuous status of the system environment. However, the
sampling cost and the number of data values generated will be
higher. The consequence is that more energy is consumed at the
node.

Once a sensor data value is generated, it is associated with two
time-stamps, the lower time stamp (/£s) and upper time stamp (uts),
to indicate its validity interval. A data value is invalid at the
sampling time of the next value. The time-stamps can be used for
ensuring temporal consistency in query execution [LP04, SBLCO03]

such that all the data values are valid at the same time interval.
The synchronization of the clocks at different sensor nodes for
generating the time-stamps can be done by the coordinator node of
the region.

The generated sensor data values from a sensor node may contain
error due to noises from the surrounding environment. In Figure 3,
for example, the sampled value at time ¢, significantly deviates
from the actual status (which can be determined based on the
assumed maximum rate of changes of the sensor readings). The
reliability of a sampled value can be checked with the previously
sampled values. It is expected that the next sampled value should
not differ significantly from the current value.
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Figure 3. Continuous data values from a sensor node.

3.3 Coordinator Node

Now let us understand the model of a coordinator node in more
details. As mentioned before, a coordinator node is a
computationally powerful node responsible for managing the
sensor nodes required by the queries, as well as processing queries
that access the nodes in the same region. As shown in Figure 4, the
coordinator node collects readings from individual sensors
(possibly with weaker computing capability). It then computes the
average value of these sensors, and returns the statistical
information (e.g., Gaussian distribution) of these sensor values.
The mean value and statistical information will be passed to the
base station for generating query results. Notice also in Figure 4
that not all the sensors are involved in sending their values to the
coordinator. This is because reading data values from all sensors
can be expensive. We will examine how a coordinator chooses
sensors in more detail in next section.
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Figure 4. Coordinator Model.
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To conclude, the processing of a CPQ is divided into two levels: (1)
Aggregation of multiple sensors responsible for generating a value



for a data item required by the query at the coordinator, and (2)
Aggregation of the data items required by the query to generate
the query results to be performed at the base station. Since CPQ is
a continuous query, aggregation operations will be performed
whenever a new set of sensor data versions are generated. The
aggregation at the coordinator node will follow the time-stamps of
the data values of different sensor data streams such that they are
relatively consistent with each other as shown in Figure 5 [LP04].
Although the sampling periods of the sensor nodes within the
same region may be the same (i.e., the sensor values have the
same validity period length), the sensor data values from different
streams may not be synchronized with each other since they may
be activated at different time points as shown in Figure 5. The
results of a CPQ are then a sequence of values as a function of
time.

X"ZS Xi:9 Xi :11 X :13
xi=9 x.=10 x=12 x=11
Results:9 9 10 11 12 13 13
I I I >
Time

Figure 5. Accessing sensor data value with relative consistency
requirement. An aggregate function, max, is performed on two
sensor streams x; and x;. The results are obtained from the
maximum of the two streams for the same time points. They
are presented as a function of time.

4. ACCESSING SENSOR DATA BY A CPQ

Accessing more sensor nodes can improve the reliability of query
results. However, it is also important to minimize the aggregation
workload. Our goal is to meet the accuracy (probabilistic
requirement) of a query using minimum number of sensor nodes
for generating the value of a data item required by a query. The
problem we want to solve is to determine the set of sensor nodes
to participate in sampling for aggregation of the values at the
coordinator node. Since different types of probabilistic queries
have different forms, the derivation of the probabilistic query
result (in the form of probability density function, or pdf) can be
different. This in turn affects how many sensors are selected to
report data. We propose an approach which can be summarized in
three steps to be performed:

1. Each coordinator involved in a query computes the mean
value of the data item.

2. The base station derives the maximum allowed variance of
the sample data for meeting the query accuracy
requirements.

3. Each coordinator then determines the sample size and the
sensor nodes to be used.

In the rest of the section, we will discuss each step in more detail.

4.1 Computing the Mean of Data Values
For each data item O; required by a sub-query CPQ;, the
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coordinator node identifies the set of sensor nodes S; which are
responsible for generating value for O;. Then it sends out data
request messages to all these sensor nodes. Each sensor node
responds to the request message by returning its latest sampled
data value of O; to the coordinator. The received sensor data
values from each sensor node are put into a buffer first. When the
coordinator has received all the data values from the sensor nodes,
it calculates the mean value of the data values. The calculation
may be performed when the waiting time for sampled data values
has been expired, even though not all the sensor nodes have
returned their values -- those nodes may be out of operations or
disconnected due to communication error.

To improve the accuracy in calculating the mean value, each node
may send multiple sensor values which cover the period from
(current time - a time interval) to current time. Then, the mean
value calculation is performed in two steps: (1) the mean value for
the set of data values from a sensor node, and (2) the mean value
over all sensor nodes. If the variance of the values from a sensor
node is too high, (e.g., higher than a pre-defined threshold), it is
assumed that the node is either currently located at the high-noise
environment or the node is currently operating in an abnormal
state. Then the node will be marked as abnormal and the
coordinator will not consider the node for further processing for a
period of time even when it is required later.

4.2 Deriving Maximum Allowed Variance

In this step, the base station analyzes the distribution of results for
different types of probabilistic queries. Based on the distribution
of the probabilistic results from the coordinator nodes, the
probabilistic requirements of the queries, and the mean values of
the sensor data obtained in Step 1 (Section 4.1), it derives the
variance ¢ of the sampled data being queried.

The impact of errors in sampled data values on the query result
depends on the query type. Here we consider three query types: (1)
Range count queries, (2) MAX and MIN, (3) AVG and SUM. The
data being queried are aggregated from multiple sensors from the
same regions by the coordinator nodes. Thus it is reasonable to
assume that the data values follow normal distributions with
specific means and variances. In essence, the sub-query CPQ;
executed at each coordinator returns a normal distribution of its
sensor reading to the base station.

The rest of this section describes, for each query, how the
maximum variance allowed for an object comes into play. We then
derive an algorithm to compute the variance.

(1) MAXIMUM and MINIMUM

One important observation about MAXIMUM and MINIMUM
queries is: if the variance of the sampled data values is smaller, the
maximum and the minimum will be more distinct. In the example
of two data values below, the probability of O; being the
maximum data object, i.e. the value of O; is larger than that of O,,
is:

P = f:fl (s) (Lo f (t)dt)ds :

It can be seen from Figure 6 below, if the variance is smaller, p;
will be larger. It is consistent with the fact that O, is more likely to
be the maximum.
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Figure 6. MAXIMUM and MINIMUM queries.

For the case of multiple data values, the probability of O; being the
maximum, .i.e. its value is larger than any other data objects
concerned, is:

p=[ S (H [ 7 (r)dr}ds :

where the probability density functions are:

(5o ew P

1 g2 1 202

e “and f.(H))=———e
Varo SO e

Let 0,.,’s be the required variances of objects being monitored, for
which the probability of each object holding the maximum value is
guaranteed to be larger than P%. The following algorithm finds
0Oreq’s for MAX query.

fi(s)=

Algorithm 1: finding the o’s to meet the accuracy
requirement of query type (2) MAX

1. Set the 0,,’s to be o of a single sensor, which is the
maximum variance.
2. Find iy, the index of the maximum p;
3. Find the index of
0
—p,, (0,,0,,...0,
oo,
greatest impact to pj..
4.  Adjust variance requirement of the jp.x
Jw = O ~AC

5. Repeat2toduntil p, (0,0,,.,0,)2P%

the  maximum

jma)u

i.e., the sensor that has the

t sensor:

6. Return 0,0,,...,0, 8s0,,s
Note that Algorithm 1 is a greedy algorithm. Each time it adjusts
the sensor’s variance requirement that has the greatest impact on

the accuracy of the results.

(2) AVERAGE and SUM
The pdf of the resultant SUM is the convolution of the pdf of the
addends. We first define the convolution operator &

as:(f ®g)(z) = [ f(5)g(z = s)ds . Then the pdf of the sum of
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the values of O0,,0,,...,0, s whose pdfs
1 2 m
are fkl (t)asz (t)v ~=fkm (t) s iS:
fs= fkl ®fk2 ®'”®fk,,,
It is a parameterized function with 04 >0y 50 8S
_(t’“kj)z
20 2

1
parameters, since f, k. (t)=———¢e . According to the
! \/2”%

probability theory, the sum of a finite number of
normal-distributed random variables still follows normal
distribution. More specifically, for our case, the sum follows

m m
o 2
normal  distribution N (Z My, s Z o, ) We  find
j=1 J=1
O304y 0, to meet the  requirement  that

m
o5 = (z G,fl )1/ ?is smaller than a given threshold o7. Please note
=1
that AVG is SUM divided by m. Thus it follows the same rationale
except that its distribution is given

m 1 m
by N(—Z My, ,—ZZO',fj ) . Algorithm 2 illustrates how ¢’s
m m- =i

are found for SUM and AVERAGE.

Algorithm 2: finding the o¢’s to meet the accuracy
requirement of query type (3) SUM

1. Set the g,,,’s to be o of a single sensor, which is the
maximum variance.
2. Find  kp.  the
0 - :l(io_z )71/2 o —o (io_z )71/2

0o, ST = ks ¢ g = g

i.e., the sensor that has the greatest impact to og.
3. Adjust variance requirement of the Ky sensor:

=0 —Ao

Kmax

index of the maximum

Kimax

4. Repeat 2 to 4 until 65< o7

5. Return 0,0,,...,0, aS0,,s

(3) Range Count

A range count query Q specifies an upper query bound (uby) and a
lower query bound (/by). An object will be counted if it is within
the range. The result is a count, i.e., counting the number of
objects within the range. For a probabilistic range count query, the
result needs to provide the confidence of the counted value, i.e.,
the value whose probability of falling inside the specified range is
not smaller than a given value, e.g. 95%. From Figure 7, we can
see that if the value of the sampled data value being queried is
near the query bound (i.e., O;), a smaller error needs to be
provided from the data value. Otherwise, it cannot determine with
high confidence whether the sample value is within or out of the
query bound, and consequently leads to a low confidence in the
count value. To minimize the sampled error, more samples may be
collected from the sensor nodes. On the other hand, if it is away
from the bounds (i.e., O,), a larger error will be accepted as it will
not have any significant impact on the results.



Figure 7. Probabilistic Range Count Query.

To determine o; for O; in range count queries, we need to
understand first the impact of ¢; on the result of a probabilistic
range query (PRQ), which computes the probability that an object
value falls within the specified range. Suppose the mean of the
value of O; is y;, and the lower bound and upper bound of the
range query being discussed are /bQ and ubQ respectively. The
probability that O; satisfies the PRQ, p;, is then given by:

(x —Hi )2

20;%
" dx > P%

1 ubg -
——["e
V2rzao, e
Notice that the value of p; is a function of variance, i.e., the

smaller are the variance is, the more accurate is the probability
value.

There are two types of results for a range count query:

(1) Deterministic: Count all data objects with at least 95% chance
(a confidence requirement example) of being inside the range.

(2) Probabilistic: Find the distribution of the result (called
COUNT) to a range count query:

COUNT |1 2 3 4 5
Prob. 0.1 02 105 0.15 | 0.05

We may require the distribution to be more concentrated, e.g. 95%
of the probability is concentrated on the top 2 high probability
COUNT values.

We focus on the results given in probabilistic forms. We now show
how to get this distribution. Assuming that there are n data objects:
0;, O,,..., O,. The standard variances of the values of these data
object are o;, 03, ..., 0, Suppose the probabilities are p;(o;),
p2A02), ..., p.(0,), respectively. We can get the distribution of the
random variable COUNT by examining all the combinations, i.e.:

P(COUNT=0) = [I=py(a)] - [1-p2A02)] ..." [1=pu(0n)]

P(COUNT=1) = py(a[(1- p2(02)) .- (1=pulon)] + paA(02)[(1-
pi(e) (1= ps(a3)) .- (I=pal@)] + ... +
Pula)[(1= pr() .- (1=pu-1(04-1)]

P(COUNT=2) = py(a1) p2(a2) [(1= p3(3))-...-(1=pu(on))] + p1(a1)
p3(03) [(1= pa(a)) .- (I=pulo))] + ... +
pl(o-l)pn(an)[(l_ 172(0'2))' oo '(l_pn—l(@rl))] +
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P2(02) p3(a3) [(1= pi(01))-..-(1=pu(0,))] + pa(02)
pa(os) [(A=pi(e))...-(I=puloa)] + ... +

DP2Aa)p (o) (1= pi(a)...-(1=pp-1(G,-1))] +

P3(03) pa(as) [(1= pi(01))...-(1=pu(0,))] + p3(03)
ps(os) [(1= pi(a))-..-(I=pula))] + ... +

p3(0-3)pn(an)[(l_ 171(0'1))' o '(l_pn—l(@rl))] +
pn(o_n) Pn—l(Unfl) [(1_P1(61)) . -'(1_17:1—2(”:1—2))]

P(COUNT=n)= pi(01) - px(02)  -.." pu(02)

From the requirement on this distribution, e.g. 95% of the
probability is concentrated on the top 2 highest probability
COUNT values, we need to find a way to derive o0, o), ...,
o, based on the above distribution.

Algorithm 3: finding the ¢’s to meet the accuracy requirement
of probabilistic RANGE COUNT query such that a given
percentage P% of probability is concentrated on the top &
COUNT values.

1. Set the o0,,’s to be o of a single sensor, which is the
maximum variance.

2. Find iy, i,..., i of the top P(COUNT=) values.

3. Find jna the index of the  maximum

k
iZP(COUNTZZ'M) i.e., the sensor that has

O-j m=1

the greatest impact to the sum.
4. Adjust variance requirement of the jma,(‘h

—-Ao

Sensor:

Jmax Jmax

k

5. Repeat 2 to 4 until ZP(COUNT=im)2P%
m=1

6. Retun 0,,0,,..,0

9
4 S Opy’S

4.3 Determining Sample Size and the Set of

Sensors
In this final step, the coordinator node determines the sample size
and the set of sensor nodes to be sampled to meet the confidence
requirement of data being queried, i.e. variance Gyq.

A correlation-based approach is adopted. It is based on the
correlation coefficient of the historical value of individual sensor
node and their average. Suppose the values of all sensor nodes in
an area are s; i = 1,2, ..., n. Their average is denoted
n
as E(s) = —ZSi . Some of the n sensor nodes are requested to
n =
send their values periodically to the coordinator node for
aggregation to get the average value of that area to approximate
E(s). The number is minimized to reduce cost and power
consumption. With a far larger period, the coordinator node pulls
values from all sensor nodes to get the exact E(s), and then
calculate the correlation coefficient between E(s) and the value of
each sensor. Based on the correlation information, we reselect the
sensors which are correlated higher with E(s) among others and



transmit its value for approximation of E(s) during the coming
long period. Of course, the sample size should be large enough to
meet the confidence requirement. It can be determined based on
the historical statistics of sensor values. Note that the selection
process should prefer sensor nodes that are operating in a normal
situation.

We first decide how many sensors are requested to participate in
the aggregation to get the average value, i.e. the sample size.
Suppose the sample size is n, The approximate mean

B
value S =—Zskl_ , where 1< k;< n and k; # k; for all i # j. We

s =1

know that if all 5, follow an identical distribution N(u,0?),

then S follows the normal distribution N (,u,O'2 / ns), where 1 =

E(s) and o =

1 n
—Z(si — E(s))* . To satisfy the accuracy
nio

requirement, we need to choose a n, value satisfying the constraint

O'/,/ns < 0y4- S0 We set the sample size to be:

27 2
ng _’70- /Greq—l'

To minimize the effect of erroneous sensor readings whose values
deviate significantly from the majority, we decide to choose the
top n, sensors whose values are highly correlated with E(s). The
degree of correlation is calculated based on the correlation
coefficient. For a sensor s; and E(s), we first calculate their
covariance:

cov(s;, E(s)) = E((s; — E(s))(E(s) — E(E())))-

Please note that, s; and E(s) are both a stream of values from
successive pulls, and E(s;) is the mean of the stream of values of s;;
while E(E(s)) is the mean of the stream of values of E(s). With the
covariance between s; and E(s) in hand, we can proceed to
calculate the correlation coefficient between them:

o = cov(s,, E(s))
" \[Ds, D(E(s))

We sort p;, i = 1 to n in descending order, and then choose the top
ng correlated sensors to be sampled.

4.4 Other Issues of the Sensor Selection

Process
A natural question to ask about the 3-step selection process is:
when do we need to execute this process again? This is an
important issue because queries are continuous, and if there is any
change in the state of sensor reading (e.g., aggregate value of a
sensor within a region), the sensor selection process may have to
be re-executed in order to select the right set of sensors, so that the
result of the continuous query is guaranteed to be correct
throughout its lifetime. A simple solution to this question is to
execute the selection process periodically. The period should be
fine enough compared with the lifetime of a query, but should not
be too small as this may cause unnecessary burden to the base
station and the coordinator. Another more elegant solution is to
enforce the base station to track the reading value sent by each
coordinator. If the newest reading deviates too much from the (old)

value used to execute the selection process, the base station can
choose to restart the selection process.

Another situation where the selection process may be re-evaluated
is when the set of objects being monitored by the CPQ is changed.
For example, when an object moves into a required region of a
CPQ, it can be included into the required object set of the query,
possibly triggering the selection process.

Finally, if an object is involved in multiple queries, each query can
have different requirement of o; for the object. In this case we
simply use the minimum o; derived from the requirements of all
queries concerned.

5. FURTHER DISCUSSIONS

We identify a number of interesting issues that are worth further
investigation. Recall that our algorithm distinguishes a sensor that
reports unusual values from others by statistical techniques. Notice
that this “abnormal” sensor may be used again in the next
selection phase. In reality, this sensor may be faulty and should not
even be considered by the coordinator in the future. Nevertheless,
in some cases a sensor reporting unusual behaviors need not be
erroneous. For example, if the corner of a room is on fire, the
temperature sensor located at the corner may reveal unusually high
temperature values compared with other sensors. It may not be
wise for the coordinator to ignore this sensor. An interesting
question is: how can we distinguish “bad” sensors from those that
genuinely detect unusual behaviors?

In this paper, we implicitly assume that a coordinator is assigned
to a fixed number of redundant sensors that are in the same
operating range. That is to say, under normal operation, the
redundant sensor readings are assumed that they do not deviate
much from each other. Also, the coordinator is not overloaded by
the sensors. In scenarios where sensors can be mobile (e.g.,
sensors embedded in moving objects), we may need a more
flexible scheme. For example, a coordinator may get overloaded,
so we may need to share the workload among the coordinators.
In particular, it may be necessary to develop a scheme where
configurations of a coordinator (e.g., which sensor it is assigned to
monitor) can be changed during operation.

The base station in our model communicates directly with
coordinators. The rationale for this design is to relieve the base
station from having the need to communicate directly with all
sensors -- the coordinators provide a level of aggregation so that
the communication cost between the base station and sensors is
significantly reduced. In a large geographical area, there can be
many coordinators, so that their communication with the base
station may also be a bottleneck. To solve this problem, we can
build another level of coordinators, each of which communicates
with a group of coordinators. Ultimately, a system involving
multiple levels of coordinators and sensors can be developed. The
question is then what criteria should be used to define the structure
of the network connecting the coordinators? Also, how can a CPQ
be expressed as sub-queries in such a system?

We assume that each sensor reports the actual value it obtains from
the environment. We do not consider any error inherent in a sensor
such as its sampling and measurement error. If the issues of
uncertainty of a sensor are taken into account, the accuracy of a
query can be improved through the evaluation of probabilistic
queries [CKPO03]. In particular, the uncertainty of a sensor can be
reduced if it is sampled more frequently, resulting in higher



reliability in query results. With the improved reliability in each
sensor reading, we may be able to reduce the number of sensors
required by the algorithms presented in this paper. A better scheme
may be changing our proposed algorithm to take into account
uncertainty in each sensor, and by controlling sampling rate,
achieves reliable results with fewer redundant sensors.

Finally, we only studied some common types of aggregate queries
in this paper. We may examine whether our proposed scheme can
work for non-aggregate queries that do not require aggregate
operators over objects [CKP03]. A typical example is a range
query where the probability of each object falling within the range
is independent of other objects. It is also a challenging problem
to study whether our scheme can be extended to handle general
SQL-type  queries, which involve both aggregate and
non-aggregate operators.

6. CONCLUSIONS

With prices of sensors continuously dropping, we expect that more
applications will deploy large sensor networks for monitoring
purposes. In this paper, we exploit the availability of low-cost
sensors and develop a comprehensive scheme that selects
appropriate sensors to provide reliable query results. Particularly,
we develop a framework where coordinators manage, aggregate
redundant sensors, and report the results to the base station. We
also illustrate that different types of queries have different
accuracy requirements. Under our proposed framework, we devise
a probabilistic approach to select sensors for common aggregate
query types. Our next step is to test our model in real-time
simulation experiments, and optimize the performance of our
algorithms.
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