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bounds[rmem](A.r) = �
A.r

κ
←−e∈C

expr[rmem](e)⊕ κ

expr[rmem](B) = {(B,⊥)}

expr[rmem](A.r) = rmem(A.r)

expr[rmem](A.r1.r2) = �
(B,κ)∈rmem(A.r1)

rmem(B.r2)⊕ κ

expr[rmem](f1 ∩ · · · ∩ fn) = �
1≤i≤n

expr[rmem](fi)
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R ∪ {(A, κ1), (A,κ2)} = R ∪ {(A, κ1)}
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κ1 4 κ2

�� �	�� >DEHEA>D � �
��� ���� 	������ �
��
R

���
 �
	� �
���
�� ��� 
�
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R1 4 R2 ⇐⇒ ∀(A,κ1) ∈ R̂1.∃κ2.(A, κ2) ∈ R̂2 ∧ κ1 4 κ2
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A ⊂ Entities � B� = GH[=B �
(RiskAssessment (A), 4)

A[ D >H�G �=B= �DBBA>=�
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R ⊆ RiskAssessment(A)
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A ∈
A
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KA = {κ | ∃R ∈ R.(A, κ) ∈ R}
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κA
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RR = {(A,κA) | A ∈ A}
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RiskAssessment (A)
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R⊕ κ , �(A,κ
′ ⊕ κ) | (A,κ
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Role → RiskAssessment
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f 4 g ⇐⇒ f(A.r) 4 g(A.r)
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 ��!" !# !�" $ %&���"#!'( �� )*R+ � ,A�=E D [=B
C
H-.�R >@=F=EBAD �[� B� = [=� DEBA>[

SC
H-
C
A[ D - ?E>BAHE � DG �

G AE� @H�= =/G @=[[AHE[ BH @A[\ D[[=[[� =EB[ � 0E GD@BA>? �D@� SCA[ B� = �=D[B - ?E>BAHE
rmem : Role → RiskAssessment 1H@�F=@=F 2C

4
D[ D2H�=3 [?>� B� DB

bounds[rmem] 4 rmem �4� =@= bounds[rmem]
DEF B� = D?/ A�AD@C - ?E>BAHE

expr[rmem]�� DGG AE� @H �= =/G @=[[AHE[ BH @A[\ D[[=[[� =EB[� D@= F=� E=F D[
AE � A� � 5�
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rmemi+1(A.r) = bounds[rmemi](A.r)
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SC(A.r) = rmemω(A.r) A.r ∈ Roles(C)
SC(A.r) = ∅ A.r 6∈ Roles(C)
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Store.buyer : {(Ed ,medium)}

Acme.employee : {(Ed ,medium)}

Acme.purchaser : {(Ed , low)}

Personnel .manager : {(Ed , low)}
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Store.buyer : {(Ed ,medium), (Ed ,moderate)}

Acme.employee : {(Ed ,medium), (Ed ,moderate)}
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Store.buyer : {(Ed , 8 )}
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