Risk Assessment in Distributed Authorization

Peter Chapin Christian Skalka X. Sean Wang
Department of Computer Department of Computer Department of Computer
Science Science Science
University of Vermont University of Vermont University of Vermont
pchapin@cs.uvm.edu skalka@cs.uvm.edu Xywang@cs.uvm.edu

ABSTRACT

Categories and Subject Descriptors

General Terms

Keywords

1. INTRODUCTION

Permission to make digital or hard copies of all or part o tvork for

personal or classroom use is granted without fee providatdbpies are
not made or distributed for pro t or commercial advantagel #mat copies
bear this notice and the full citation on the rst page. Togotherwise, to
republish, to post on servers or to redistribute to listguies prior speci ¢
permission and/or a fee.

FMSE'05,November 11, 2005, Fairfax, Virginia, USA.

Copyright 2005 ACM 1-59593-231-3/05/0011 ...$5.00.

1.1 Paper Outline

2. OVERVIEW OF RT



0 Entities
A;B;C;D;E
A
Roles Ar
RoleExpressions R f
0
Ar E
E
Ar
Ar B:s
B:s
Ar
Ar B:s:it
E B:s
E:t Acr
B:s B:s:t

C
Entities (C)
C RoleNames(C) Roles(C)

2.1 Example

H

H

H: preferred

H

H:discount

AAA :members

H:discount

H:orgs

H: preferred

H: preferred

H:orgs:members

AAA :members M

H:orgs

H

3. THESYSTEM R
R

0

3.1 Syntax and Semantics
R

(K;4)
K

H:orgs  AAA

H

H: preferred



bounds[rmem](Air) = exprrmem](e)
Ar e2C
exprfrmem](B) = f(B;?)g
exprfrmem](A:r) = rmem( Air)
exprrmem](Air1:rp) = rmem(B:r 2)

(B; )2rmem( Ar 1)

exprfrmem](f:\  \ f,) = exprfrmem](fi)
1 i n
R
R RiskAssessmeniA) A2
A Ka=f jOR2R:(A; )2Rg A
R Ka
. Rr = f(A; A)jA2Ag
B AT Rr RiskAssessmeni(A) R
Ar (B; ) R u
RiskAssessment R
A Entities RiskAssessment(A)
R (A; )2 R A2A
R .0 ; .
(A 1i(A; 2) 2 R - R SN )i (A )2R
2 R: Rz f(A; 1 2) J (A 1):(A; 2)2R1 Rog
Role ! RiskAssessment
f ¢
R[f (A; 1);(A; 2)g= R[f (A; 1)9 14 5 f 4 g 0 f(AII’)4 g(AII’) Air
R R
(A 1);(A 2) 2 R 14 0
R C
R S C
R R © Sc
4 rmem : Role ! RiskAssessment
4 4 bounds[rmem] 4 rmem
Ri4R, (0 8 (A 1)2FKi9 (A 2)2RA 14 bounds[rmem] expr[rmem]
C Sc
4
frmemig;, rmem; :
Roles(C) ! RiskAssessmeni Entities (C)) i
rmemp(Air) = ?
Ar
R
rmem;.q (A:r) = bounds[rmem ;](A:r)
A  Entities

(RiskAssessment(A); 4)

Ar frmemig;,



rmem; 4
frmemig;, rmem
Sc(Arr) = rmem;. (Ar) A:r 2 Roles(C)
Sc(Ar) = ? A:r 62Roles(C)
Sc(Ar)
C

3.2 Examples

3.2.1 Bound-of-Risks
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4.1 Credential Graphs

C



Arr 2 Ge

Sc(Air) B

Arr 2 Ge

(B; 9 2Sc(Ar)

4.2 Backward Chain Discovery Algorithm
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5.2 Cost/Bene t Analysis
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