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Motiv ations

1 To develop types as tools for statically analyzing general purpose PLs
with security features

e Types provide declarative security mechanism
e Types can improve efficiency, eagerly detect security errors
2 To present an instance of a general transformational approach to type

system development

e Approach allows re-use of established soundness, type inference
results

e Instance improves upon a previous system developed by Skalka
and Smith



Part 1

1 Review Skalka and Smith’s work on Java Stack Inspection

2 Review Pottier’s transformational approach to developing type sys-
tems

3 Formally define a stack inspection language model Asec

4 Define a transformation of Agecinto a target language Aset



Types for PL Security
“Static Enforcement of Security with Types”, Skalka & Smith ICFP0OO

Java JDK1.2 provides a language-based mechanism for defining and en-
forcing access control policies:

e All programs are signed by the code owner (principal)

e Local policy maps owners to sets of authorized local privileges in ACLs

e Privileges may be explicitly enabled and checked dynamically by Stack
Inspection



Stack Inspection

Each program call-stack frame is annotated with identity of frame owner
and any privileges activated within frame:

e enablepn(r) places privilege r on current stack frame if stack frame
owner is authorized for r

e checkprv(r) initiates stack inspection; stack frames are searched from
most to least recent:

— fall if a stack frame owned by a principal unauthorized for r is en-
countered

— otherwise succeed if r is found



Stack inspection example

Assuming Joe is authorized for print privilege:

system
(* owned by System *) S orint
enablePrint(g, x) = {enablepn(print); g(x)}
safePrint(f) = {checkpr(print); print(f)} | Joe
(* owned by Joe *) | -
joeProg(f) = {safePrint(f)} [ gystem
enablePrint(joeProg, file)




Stack inspection example

Assuming Joe is not authorized for print privilege:

system
(* owned by System *) orint
enablePrint(g, x) = {enablepr(print); g(x) }
safePrint(f) = {checkpn/(print); print(f)} Joe

fail

(* owned by Joe *) -
joeProg(f) = {safePrint(f)} [ gystem
enablePrint (joeProg, file)




Static Stack Inspection

Our contribution: In a simplified language, types can be used to statically
enforce the stack inspection model:

e Types provide declaritive security mechanism

e Static approach improves runtime efficiency by eliminating need for
dynamic checks

However: Language must be extended, monomorphic types, constraint-
based types hard to read.



Transformational Approach

“Information Flow Inference for Free”, Pottier & Conchon ICFPOO

Type system for expressions e in a novel source language is obtained by
transformation ( e)):

e (e) is aterm in afamiliar target language with sound type system
e Transformation preserves meaning: if e »* vthen (e) —* (v)

e Types for expressions e obtained from target type system: if (e) : t
thene: T



Transf ormational Approach

Correctness of term transformation (| e) yields a source language type sys-
tem “for free”:

e Soundness results automatically apply to types e : 1 in source lan-
guage

e If (€] : T can be inferred, compose transformation and type inference
toinfere: t

e Method may yield insight into semantics and/or desired structure of
direct types for source language



Transforming Stack Inspection

The transformational approach can be used to develop type systems for
static stack inspection:

e Allows re-use of well-known system (polymorphic row types), along
with soundness results

e Allows re-use of existing unification algorithm— types more readable

e Non-trivial language extensions with little theoretical overhead



Source language: Asec

The language is a lambda calculus extended with constructs for modeling
stack inspection:

peP,PCP principals
re R, RC R resources
4eP 2% access credentials
Vi=Axf values
f = pe signed expressions
e=X|Axf |ee|letx=eine| expressions

letprivrine | checkprvr fore |
testprvr theneelsee | f

The testprv construct allows testing the presence or absence of r in the
current environment.
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Asecexamples

A={po— 0,pr {r}}

testy = testprvr thenv, elsevs V1, Vo closed
check, = Ax.p.checkprvr for x

id = AX.p.x

testy —* v
letprivr intesty —* vp
check; id goes wrong!
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Stack inspection formalization

Stacks are defined in terms of evaluation contexts:
E:=[]|Ee|VE|letx=Eine]|letprivrinE | p.E

Instead of an explicit semantic construct, stacks are inferred from the eval-
uation context:

stacK|]) = ¢ stacKE e) = stackE)
stacKvE) = stackE) stacKletx = Eine) = stackE)
stacKletprivrinE) = r.stackE) stackp.E) = p.stackE)

Stacks are as they would exist for expressions in the hole.
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Stack example

E = pletprivrinp.[| stackE) = p'r.p

Id = AX.p.X
checky = Ax.p.checkprvr for x
letp, = Af.p'.letprivrin fid

letp, check; — p’.letprivr in check, id
— p'.letprivrin p.checkprvr forid

' .letprivrin p.checkpn r forid = E[checkprr forid]
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Stack inspection algorithm

Stack inspection is a decidable relation on stacks Sand privileges r, written
St r. Informally, it works much the same as in Java:

e Inspection begins on the right end of the stack
e S/ r if an unauthorized principal is encountered

e Stk rifrisfound, and next principal to the left is authorized for r

For example, assuming r € 4(p) A A(p'):
prpkr

E = pletprivrinp.[| stackE) = p'r.p
stacKE) Fr

E[checkprvr forid| should be safe...
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Operational semantics for Asec

Semantics combine term reduction and stack inspection:

E[(Ax.f)v] — E[f[v/X]
Elletx=ving — E[g[Vv/X]
E[checkprvrfore — E|[€ If stacKE) - r
E[testprvrthene; elsesy] — Eleq] if stacKE) Fr
Eltestprvr thenej elsees] — Eley] If stacKE) ¥ r)
Elletprivrinv] — E|[V]
E[p.v] — E[V|

15



What target langua ge?

Target language depends on translation we choose.
We use Wallach's security-passing-style (SPS) conversion:

e Security information is passed down the stack as an explicit function
parameter, rather than maintained in stack annotations

— Security information represented as sets of activated privileges

— enabling a privilege adds it to the activated privileges, checking a
privilege checks its membership

— f(x) is transformed to f(x,s), where s denotes currently activated
privileges intersected with the privileges authorized to owner of f
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Target langua ge: Aset

Our target language includes constructs for defining sets, with set mem-
bership test, union and intersection operations:

er=Xx|v|ee|letx=eine expressions
vi=Ae|R| .|| VR|AR values

?r allows for images of testprv expressions in the transformation. The op-
erational semantics is simple:

(Axe)v — elv/X
letx=vine — e|v/X
Rr - R ifreR
7R — Af.AQ(fTR) ifreR
7R — Af.Ag.(gR) ifr ZR
RiIVR, - RIURy
RiINR — RiNRKy
Ele] — E[€] ife— ¢
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The Asecto-Asettranst ormation (highlights)

Our “security passing style” transformation is defined (in part) as follows:

M. f]lp = AXAsS[f]
[er€2]p = [eilp[e2lps
[letprivrine]p = lets=sVv ({r} N A(p))in[€]p
[checkprirfore]p = let.=srin[e]p
[testprir thenep elsesp]p = 7 s(As[e1]p) (As.[e2]p)
Ip.e] = lets=sA A(p)in|e]p

Free occurences of s are assigned 0 by the top-level transformation func-
tion (e)), where (e)) = [€]p,[0/9].
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Transformation example

check, = Ax.p.checkprvr for x

Id = AX.p.X

[checkr]p, = Ax.Aslets=sA {p} inlet. = srinx
lid]py = Ax.Aslets=sA {p} inx
( check; id ) = ([checks]po)([id ] po) (@)

(checkr id ) =~ lets=0A {p} inlet. = srin[id]p,
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Correctness of transf ormation

We establish the appropriate formal properties of our transformation:

Theorem: If e —»* v, then (e) —* (v). If e goes wrong, then (e) goes
wrong. If e diverges, then ( e]) diverges.

This straightforward syntactic result allows us to apply type safety and in-
ference in AsettOo Aseg
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Part 2

1 Typing the target language Aset
(a) Review the HM(X) system
(b) Define SETS set types and constraints

2 Using HM(SETS as a foundation for typing Aseg
(a) “Indirect” type safety for free
(b) Derive a “direct”, sound type system for Agec

(c) Type inference for Asec



Types for Aget

We want a sound type system that will ultimately be applied to Aseg

e Types should track contents of sets

e 7 expressions should be typed accurately

e Types should be readable; unification-based inference

A problem: no existing satisfactory type system! But we don’t have to start
from scratch...
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The HM(X) system
“Type Inference with Constrained Types”. Odersky, Sulzmann and Wehr 1999
HM(X) is a generalized type framework:

e Let-polymorphism for core functional calculus is provided

e System is specialized by instantiating X with a constraint system:

— Type grammars may be extended
— Initial typing environment defined for new constants

— Interpretation of a < rule defined

e Type inference provided, modulo constraint solution algorithm
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The HM(X) system

The framework contains expressions, functions types, type schemes and

basic constraints:

e = X|Axe|ee|letx=-eine expressions
T = o,B,...|T—>T1 types
o = Va[C].t type schemes
C = true |[CAC|t=1|1<T constraints

Type judgements are of the form C,I - e: G.

Constraint satisfiability:

e An assignment p is a mapping from types T to their interpretation in a

model

e C is satisfiable iff 9p such that C holds in the model under its interpre-

tation (p - C)

e Constraints C entail constraints D (C I D) iff p = C implies p + D.
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HM(X) type judgment rules (highlights)

LET APP

C,Tte:o C,(Mx:o)kFe:1 CTteito—>T1 Clhte: 1
C,ITletx=e1iney: 1 C,Tkee: 1
SuB VELIM _
Clre:t Clrt<? C,le:vVaDl.U CIr[t/alD

C.r-e:t C,lT-e:[t/alT
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HM(X) example

Let W be the Herbrand constraint system over algebra of types t:

e Interpret < as equality
e Subsumption becomes trivial

e Constraint solving is unification

Equating Va([true |.t with Va.t and the judgment true ,I" - e : T with
[ I e: 1, the system HM(W) is the Hindley-Milner system.
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The constraint system SETS

We extend the basic HM(X) system with set types (specialized row types):

p = a,B,...|r:c; pldc rows
c := Pre | Abs | Either capabilities
T o= of...[t=1/{p}|p types
C = CAC|t=1|1<1|ifc<tthent <1 constraints

Set types describe sets by asserting which elements are present (Pre) and
which are absent (Abs); letting R= {r1,... ,rn}:

R : {ri:Pre;...;rn:Pre; 0Abs}
R : {ri:Pre;...;rn:Pre; rpi1: Abs ; 0Abs}
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Initial bindings of Agetprimitives

For R = {rq,...,rn} the notation R: c denotesry : c;...rh: cand R: y
denotesrq:Vi,...n: Yn.

x o VBAr:Pre; B} — {r:Pre; B}
VR : VBY.{R:y; B} = {R:Pre; B}
AR : VBY{R:vy; B} — {R:vy; 0Abs}
20 VaBy{r:y; B —
({r:Pre; B} - a) = ({r:Abs; B} - a) >«

For any ?r e1 e, this binding requires that the security annotations and re-
sult type of its e; and e, are identical.
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Typing ? more precisel y

We may wish to provide more accurate typings of 7 and ultimately testprv
expressions:

- Vapy[Cl.{r:y; B} —
({r : Pre; B1} = aq) = ({r : Abs ; B2} — a3) — «

where C = if Pre <ythenB <1 A if Abs <vythenf3 <3
A If Pre <ythenaq < a A if Abs <ythenas <a
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The systems "%

We may also interpret < in different ways:

e As equality =

e As subtyping <:
— Basic coercions Pre <: Either, Abs <: Either

— record, —, trans rules defined as usual

We can now define a family of four systems:

e Leti € {1,2} denote our choice of bindings for %

e Letrel € {=, <:} denote our interpretation of <

Siml stands for a particular variation of HM(SETS
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Asettype safety

Asetenjoys type safety in any of 5"

Theorem: If eis a Agetexpression and C,I' - e : o is a valid judgment in
any 5i7"€l, then e does not go wrong.

The proof is straightforward:

e Prove subject reduction cases for new language constants (o-typability)

e HM(X) provides the rest!
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“Indirect” type safety for Agec

Type safety for Asecmay be obtained as corollary of preceding:
Definition: Letebein Aseg thenC,T Fe: ciff C,T F (e) : o.

Theorem: If eis a Asecexpression and C,I' - e : o is a valid judgment in
any 5i7"€l, then e does not go wrong.

Proof is by type safety of Sirel’s and correctness of the transformation ( e).

e It's shorter, easier than a direct type safety proof for Asec
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S1 -derived types for Asec

Rather than typing AsecVia transformation, we may wish to do so directly:

e Represent set type ¢ of security environment (stack) directly in expres-
sion type

e Represent owner of expression in type

Derived type judgments are of the form p,¢, I - e : g, with constraint-free
type schemes and:

Lemma: p,q, I Fe:oholdsiff true, (F1;T;s:¢) - [€]p: o holds.
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S1 -derived judg ements (highlights)

LETPRIVT
p,{r:Pre; p},TFe:t re 4(p)

p,{r:¢; p},l Fletprivrine: 1

CHECKPRIV
p,{r:Pre; p},TFe:t

p,{r : Pre; p},I - checkprvrfore:t

TESTPRIV
p,{r:Pre; p},TFe:t p,{r:Abs; p},TFe:T

p,{r:d; p}, I testprisr thene; elseey : T
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S{ -derived function types

By definition of the transformation, every Aset expression [€]p of function
type has a type of the form 1 — ¢ — T/, which we abbreviate 1 NGV

C
*, G, (MX:T) F i1 pGMFeito—1  pglhe:t

p,cl,rl—)\x.f:nirz p,¢, I e T
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Id
check;

enabley

Aseclype examples

Id = AX.p.X
check, = Ax.p.checkprvr for x
enable; = Af.p.Ax.p.letprivrin f x

{ry; B}

. VaBy. a ——a
. YaB. «a
A A

r:-Pre;
(rPre B}
{r:Pre; sy;; 0Abs }

ay) {B1}
(ay {ryo2; siyr; Bz}> ay)

(ag
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“Direct” type safety for Agec

To establish Asectype safety in the derived system, we specialize a previ-
ously mentioned lemma:

Lemma: pg,{0Abs},I - e: oholdsiff true,(l1;7) + (e) : o holds.

The proof is easy, since the systems are closely related. Asectype safety is
a corollary of this lemma and Asettype safety:

Theorem: If pg, {0Abs },I" - e: o holds then e does not go wrong.

e A readable, concise type system for static enforcement of the Stack
Inspection model.
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Asectype Inference

The same approach may be used to provide unification-based type infer-
ence for Asetand Asectypes:
e General row unification algorithm by Didier Rémy *

e HM(X) provides type inference framework (constraint inference with
constraint solver unspecified)

e To infer type of e

— compose transformation ( e]) with HM(X) inference instantiated with
row type unification

Direct type inference for Aseccan easily be derived from this algorithm

*in Theoretical Aspects Of Object-Oriented Programming. MIT Press, 1993
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Future work: the OwN rule

The OwN rule can lead to verbose types:

OWN
P, {r1:01; ...;rm:¢6n; 0Abs}, Ie:1 A(p) =4r1,...,rn}

*4r1:91; ...; m:o6n; ph,r-pe:t

If 4(p) is large, types may contain lots of superfluous information.

e We have begun investigating row-abbreviation mechanisms to address
this problem
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Future work

Dealing with testprv:

— Dynamic checks are still required (can’t always predict which
branches will be taken)

— Soft typing

Language extensions:
— Parameterized privileges, e.g. fileRead(filename)

— Exceptions, state and modules
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Conclusion

e Types can be used for PL-based security:

— Efficient, static stack inspection for access control

— Declarative mechanism for expressing policies

e Transformational approach can be used for systematic development of
our security type sytem:
— Novel Asecsystem transformed into familiar Aset

— Transformational correctness and o-typability of Aset buys us Asec
type safety
— Row type unification yields inference of readable, expressive types

For more information: http://ww. cs. ] hu. edu/ ~ces/ wor k. ht m
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