Set Types and Applications

Christian Skalka and Scott Smith
The Johns Hopkins University



Topics: the language pml

We define pml, a functional language extended with:

e records in the style of Projective ML (Rémy, CLFP92)

e sets of atomic elements, set operations

The language includes an accurate type system that captures dynamic
properties of records and sets:

e row types accurately describe contents of records and sets

e conditional constraints accurately describe behavior of set operations

Language and type system defined as an instance of HM(X)



Topics: applications of pml

The language pml serves as a useful target language for semantics-preserving
transformation of various source languages:

e an intermediate language

e a basis for the derivation of source language type systems

In either case, the pml type system provides a static analysis enabling run-
time optimizations for source languages



Langua ge details

To define pml as an instance of HM(X), we populate the set Const with
record constructors and destructors:

e elevation: {-}, where {v} is a record with default value v
e modification: -{a = -}, where v{a = V'} contains V in a field

e projection -.a, where v.a selects contents of a field from v

and a language of sets:

e sets of atomic elements: B C £y, with £, = {bq,bo, ...}
e cosets: B, where B= 1, — B

e set operations: membership check >y, union V, intersection A, differ-
ence ©



pml examples

Dynamic behavior is described via an operational semantics relation —-:

intersection: BiAB, — B1NB

union: BivBy, — B1UB»

membership: B>b —» B fbeB

skip project: wa=v}a - va d+#a
— Vv

project: via=V}.a

These define the function d in the instantiation of HM(X).



Types for pml

The pmltype system is defined by extending the HM(X) type and constraint
language with the system RS (Rows and Sets):

e a type and constraint language comprising row types and conditional
constraints

e a standard interpretation in a model, specifying behavior of conditional
constraints

e initial type bindings A for records, sets and associated operations



The system RS

We extend the basic HM(X) system with row types and presence construc-
tors:

¢ = o,B,...|(b:1; g |0t rows
C = +|— constructors
T = a,B,...|t=1|{c}]|cC types

These types describe sets by asserting which elements are present (+)
and which are absent (—); letting B = {b1, bo}:

B : {by:+;by:+; 0-}
B : {by:+;bo:+; b3:—; 0-}
We define the following syntactic sugar for types:

|I>

(b:1; ¢ = (br,Q 0— 22 0+
Hence:

B:{b+,bo+,5}



Conditional constraints

The RS language of constraints extends the HM(X) constraint language
with conditional constraints™*:

C = ...|ifc<tthent <1 constraints

The behavior of conditional constraints is specified by the RS interpreta-
tion, and includes an “intuitive” interpretation:

c<p)=prt <1
pFif c<tthent <1’

*Pottier, Nord. J. Comp., Nov. 2000



Conditional constraints

Conditional constraints are also equipped with a more complex interpreta-
tion:

Vb e Ly. (c < p(c)(b) = p(c)(b) < p(¢")(b))
pFif c<cthend <’

This interpretation is used for an accurate description of the behavior of set
operations:

A o VB1B2B3[ClAB1} — {B2} — {B3}

whereC = if — < Bqtheno < B3
A if + < B thenBy < B3



Conditional constraint example

A 1 VB1B2B3[Cl.{B1} — {B2} — {Ba}

whereC = if — < B1theng < B3
N 1If + < B thenBs < 33

Define < as =; then to type the expression {bq, b} A {by, b3}:
Br = {by+,bo+,b3—, T}
Bo = {b1—,by+, b3+, T}
Bz = {b1iy1, boyo, bays, B}



Conditional constraint example

A o VYB1B2B3[Cl.{B1} — {B2} — {B3}

whereC = if — < Bqtheno < B3
A if + < B thenBy < B3

The interpretation of constraints will force the following “splitting”:

C = if—<+then— <y A if + < +then— <y
Nif — < +then— <y A If + < +then+ <y
ANif — < —then— <y3A If — < +then— <vyj
Nif — < gtheng <BA If + < Ztheng <3

10



Conditional constraint example

A o VB1B2B3[Cl.{B1} — {B2} — {Ba}

whereC = if — < B1thend < B3
A if + < B thenBy < B3

This splitting will force the following unification:

B3 — (bl_7b2+7b3_7®)
or

B3 — (b2+7 @)

This describes the contents of {by}, and {bq, bo} A {bo, b3} —* {by}.
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Other pmlinitial bindings

. VB.{b+,B} — {b+,B}

Vo VB1B2B3[Cl.{B1} — {B2} — {B3}

where C = if + < B1thenw < B3
A if — < BpthenBs < B3

. VB1B2B3[Cl.{B1} — {B2} — {B3}

where C = if + < By theno < B3
A if — < Bothenfy < B3
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Type safety for pml

Note that the type binding
>5b : VB.{b+,B} = {b+,B}

requires that b be an element of B for any expression B > b, so that any
operationally unsafe membership check is not well-typed.

e Type safety implies that optimizations may be effected; run-time mem-
bership checks may be elimated

NB: Due to the use of HM(X), type safety is obtained by a simple proof of
soundess of initial bindings (&-typability)
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Applications: stack inspection

In recent work®, a type system for a model of Java JDK1.2 architecture is
developed by transformation into a restricted form of pml called Aget

Java JDK1.2 model, called Aseg comprises functional core, plus additions
for modelling stack inspection security:

e access control lists: 4

e signed expressions: p.e

e privilege enabling: checkrthene

e privilege checking: enablerine

*Pottier, Skalka and Smith ESOP01
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Applications: stack inspection

In the Java JDK1.2 model, security is literally maintained on call stack;
security checks initiate stack search for valid privilege activation.

In AsectO-Aset transformation, privilege activations are maintained in privi-
lege set swhich are passed down the stack:

AX.f]lp = AXAS[f]
lenablerine]p (lets=sV ({r} N A4(p))in|e]p)
[checkr then €] (let_=s>rin[e]p) (xstatically enforced )
[¥elp = (lets=sAAa(p)in[e]y)

e transformation allows elimination of dynamic security checks
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Applications: stack inspection

The pml language therefore yields significant benefits for stack inspection
model:

e language optimizations may be effected by using pml as implementa-
tion language, pml types as indirect analysis

A direct static analysis for Asec may also be developed via transformation
into pml:

e form of direct types based on types of transformed terms

e direct type safety easy to prove, by syntactic correspondance with in-
direct analysis
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Applications: object confinement

In recent work*, the OO language pop is developed for enforcement of
object confinement:
e oObjects are explicitly assigned domain names d

e oObjects are endowed with interfaces ¢, which specify access rights via
mappings d — I

e access authorization enforced by dynamic checks

For example, a file object that is read/write locally but read-only elsewhere
may be defined as follows, where 0 is the default domain:

read) =...,write() =...]-d - {d — {readwrite},0 — {read}

*Skalka and Smith, FCS02, To appear
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Applications: object confinement

As for Aseg a static analysis for pop may be developed by transformation
into pml.

The transformation of interfaces ¢ is denoted ¢, and uses records with de-
fault values in the image:

—_—

{di—1q,--- ,dn—=1p,0 =1} = {iH{dy=11}...{dh =1n}

The transformation of objects uses both records and sets in the image:

[M() = ex....,M(X) = en] - d- O]y

{obj = {m = Ax.[e1]g,- _, mn = AX.[en]g}, ifc = ¢}
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Applications: object confinement

The transformation of object selection implements access authorization as
a set membership check:

[e1-m(e2)]g = letey = [er]qin
cp.ifc.d > m;

(c1.0bj.m)([e2] )

e pmltype system statically enforces security in the transformation

e adirect static analysis for popis easily developed on the foundation of
pml type system
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Applications: flow types

Flow types™ promote type-directed compiler optimizations by use of source
and sink labels:

e functions are assigned source label, application points are assigned
sink label

e functions are additionally labeled with the sink labels to which they flow

e application points are labeled with the sources that flow to them

e type checking algorithm verifies labelling

*Heintze, SAS95  Wells et al., JFP 200X, To appear
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Applications: flow types

While flow types are useful, previous presentations presuppose an unspec-
ifled algorithm that provides flow type annotations.

Monomorphic flow types may be encoded using pml as an intermediate
language:

e source labels encoded as record labels

e sSink labels encoded as set elements

e set membership checks at application points, with respect to abstract
“flow table” record, encodes source-to-sink flow information

Using this scheme, flow types may be accurately inferred.
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Conclusion, future work

We have presented the pml language:

e includes language of extensible records, sets, and set operations

e Iincludes a type system than uses conditional constraints to accurately
describe behavior of language features

The pml language may be used to provide direct and indirect static analy-
ses for languages with security features:

e stack inspection

e object confinement
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Conclusion, future work

The language pml may also be used as an intermediate language to en-
code monomorphic flow type inference.

e in all cases, the pml type system promotes run-time optimizations for
source languages

Future work:

e incorporation of polyvariant analysis (Smith and Wang, ESOPQO0) to
provide a more expressive flow type inference method

e implementation language for other label-based source languages?

http://ww. cs. | hu. edu/ ~ces/work. ht m
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